How to select a strong password: 2025-12-14 07:00

First we need to select 2 random pages from this document. Lets do it in the most fun way!. Go to
https://pickerwheel.com/tools/random-number-generator/ (no affiliation). Set the max value of their wheel to 233 (number
of pages). Spin the wheel a few times for fun, then settle on 2 random page numbers. Alternatively, you could open a
physical book of comparable size, twice at random, to obtain 2 random page numbers.

Next, print only page 1 and your two random pages from this document. Be kind to the environment!

Now we are going to select 6 words from each page. You could select them by using your favorite pattern. For example,
how the Knight moves in Chess. Alternatively, we could stick with the number wheel and select 12 coordinates, just sets
of numbers. 12 columns (1-6) and 12 rows (1-39). Simply set the max value on the wheel and go spinning. You could also
just randomly stab with a pen 6 words on each printed page. Then underline, circle or highlight them. You could use the

highlight functionality of your PDF viewer and simply highlight the words. Then save it to a safe place, physically or

electronically.
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Next we select a word-separator, choose your favorite number on a QWERTY keyboard. For example SHIFT + 4.
Finally we combine all the parts, like reading a page, top to bottom, left to right. Capitalise some words, there you go.

Newsflash$assimilation$strumpet$lunches$swung$headlamps$ + the 6 words on the second page.
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For the math geeks... ;)

Yet another way to choose page numbers, using dice, throw 4 dice (d1, d2, d3, d4) (or one dice 4 times). Subtract 1 from
the value of each dice. Thus resulting in values 0-5. Next calculate this number, p = (d1 x 216) + (d2 x 36) + (d3 x 6) + d4
If p <1292, your page number = (p mod 233) + 1

Else try again.

To select the words use one dice for the columns (1-6), done! Next use 3 dice for the rows (d1, d2, d3). Subtract 1 from
the value of each dice. Thus resulting in values 0-5. Next calculate this number, r = (d1 x 36) + (d2 x 6) + d3

If r <195, your row number = (r mod 39) + 1

Else try again.
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THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FoR COMPUTERS TO GUESS.

https://xkcd.com/936/
https://www.explainxkcd.com/wiki/index.php/936:_Password_Strength
https://www.reddit.com/r/xkcd/comments/8vb9x3/is_password_strength_still_legit/

Alternative ways to choose strong passwords

Method Parameters C(n,k) nk Pro Con
BIP39 n=2048, k=12 1.100x103! 5.444x10%° memorable words small dictionary
EFF Dice n=7776, k=12 1.011x10%8 4.887x10%° easy to implement
Our Way n=54414, k=12 1.404x10™8 6.737x10°° huge dictionary difficult to remember
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https://en.wikipedia.org/wiki/Modulo_(mathematics)
https://xkcd.com/936/
https://www.explainxkcd.com/wiki/index.php/936:_Password_Strength
https://www.reddit.com/r/xkcd/comments/8vb9x3/is_password_strength_still_legit/
https://en.wikipedia.org/wiki/Binomial_coefficient
https://www.youtube.com/watch?v=vi4cPN_4VPc
https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt
https://www.eff.org/dice
https://www.eff.org/files/2016/07/18/eff_large_wordlist.txt
https://blockchain.louiscordier.com/generate-password/
https://www.tu-chemnitz.de/informatik//theoretische-informatik/TI-HSZG/code/binary-search/live/english-words-58110.txt

A CRYPTO NERD'S

WHAT WOULD

1 IMAGINATION 1 ACTUALLY HAPPEN:
HIS LAFTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
CLOSTER To CRACK 1T. THIS $5 WRENCH UNTIL
U056 -BIT RSal GOT IT,
BLAGT, OUR ]
EVIL PLAN )
1S FOILED! #Q\_/ O
https://xkcd.com/538/
MY ACCESS To RESOURCES ON [SUBJECT] OVER TiME:
5 o s  xw a5 ao w5 aw
BOOK. ON
SUBJECT
[susrEcT] POF
[SUBTECT] WEB DATABASE %%ﬁm@%\%@p
[suBTECT] MOBLLE APP | ﬂ?.‘&m
(LOCAL UNIVERSITY PROJELT)
(SUBTECT] ANALYSIS SOFTLIARE |-—§g"?‘§$m%
INTERACTIVE [SUBJECT] CD-ROM) T YAC A il
UIBRARY MICROFILM
[SuBTECT] COULECTION

ITé UNSETTUNG To REALIZE HOL QUICKLY DIGITAL RESOURLES
(AN DISAPPEAR WITHOUT ONGOING LIORK TO MAINTAIN THEM.

https://xkcd.com/1909/

https://www.explainxkcd.com/wiki/index.php/1909:_Digital_Resource_Lifespan
https://www.reddit.com/r/xkcd/comments/79onbe/xkcd_1909_digital_resource_lifespan/

If you are going to store your password, choose media with longevity. TEXT files and/or paper in a safe place. Over time
you could also just memorize the 12 words. However, relying solely on memory could be a bad choice. Make sure your
password is in a safe place before you start using it. Note: We only store this document for 15 minutes, thereafter this

version is gone.

https://thenounproject.com/icon/chess-horse-1511307/
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